What follows is based on my personal experience. Where | recommend
software this is because it is what | use and | am happy with it. Other and
better software no doubt exists and everyone will have their own
preferences. One big advantage of the security software | use is that it is

all FREE! | write as a Microsoft Windows user.

About 70% of home users have Microsoft browsers, 20% have Mozilla and other browsers
account for the remaining 10%.

Most threats when online are no worse than those involved in securing your home.

- Make sure your doors and windows have strong locks and are closed when your home is
unattended.

- Don't let strangers into your house. Always check the identity of callers.
- Don’t answer junk mail especially if it's from an unknown source.

- Don't give away personal information to telephone callers that might be used to rob you
or raid your bank account.

- Don’t advertise your habits, possessions or any information that might attract criminals.
All of these rules apply to your computer and you should use common sense along with virus
checking and other software to protect your computer from hackers, thieves and other

malcontents.

The motives behind most online threats are theft or malevolence; the former being the most
prevalent.

The average amount of money lost in the US by Internet fraud is $931 (£580) per fraud. Can
you afford to lose this amount of money to criminals?

SAFE ONLINE BANKING
Banking fraud has more than doubled in the last year.
Online banking is very profitable for the banks as it requires fewer staff and reduces the
demand for branches which can then be closed. For this reason the banks are very keen to

encourage you to do as much business as possible online.

Stories of customers losing money due to online fraud are bad for bank business and so the
banks make promises such as this one from the Halifax plc website
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“If you use our online service and become a victim of online fraud, we guarantee
you won't lose any money from your account, and will always be reimbursed in
full.”

Despite such assurances, banks are becoming increasingly
reluctant to reimburse you if you are a victim of Internet fraud. This
reluctance may strengthen now that the past vast profits of the
banks have turned to huge losses.

One in four people have fallen victim to financial fraud, and one in
five of those never get their money back, reports Which? Magazine.

For example, the Halifax turned down one customer’s request for a
refund of more than £2,000 of cash withdrawals that he claimed he
had never made. His barrister who fought this case, and who is a banking technology specialist,
said:

“Of course online banking is not secure. It requires the customer to have better
computers and better security than the Pentagon.” *

It is fair for the banks to be cautious if customers have failed to show sufficient care over their
security so it is important that you exercise vigilance and commonsense when online banking.
Don't give the banks the opportunity to renege on their promises to refund losses.

Every bank has information on their website explaining the threats to customers and how we
should protect ourselves. We may never bother to read these guidelines and warnings just as
many ignore the safety drill instructions on aircraft - but, in both cases, taking note of what we
are being told could be vital when things go wrong.

A typical bank security briefing at www.halifax.co.uk/SecurityandPrivacy/security.asp is well
worth reading.

Let's start with encryption - meaning that the information
flowing in and out of your computer is safe from spying :
criminals. Look for a padlock symbol somewhere on the screen. w %I HEOS plc [GB] | 4
In Internet Explorer 8 it looks like the picture at right but all ———

browsers will display a similar symbol.

Also, make sure the web address starts https - which is secure
- and not just http

Next let’s look at our login details.

The Abbey and Halifax banks were criticised by the Consumer’s Association in its WHICH?
Magazine towards the end of 2009 for their poor online banking security. In fact, | had written to
the Halifax in January 2009 pointing out exactly the same weaknesses. But no adequate
response was received. The online login procedure is currently unchanged (January 2010).

In contrast, Barclays plc was praised for its very secure online security measures.

So let’s look at the bad and good online banks security starting with a bad bank - Halifax plc.
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Above we see the Halifax login page (January 2010) with the essential part used by customers
enlarged below.

Sign In
Username

Password

Your mother's first name?

Remember my username*
*Do not select if this computer is used by anyone else. More
information about storing usernames

Customers are requested to complete three security questions.

The ‘Username’ is chosen by the customer and is displayed as it is typed. This can be seen by
casual ‘shoulder surfers’ - the term for people who casually or deliberately look over your
shoulder when at your computer.

At home this is probably not a security problem but, if you are abroad and using an Internet
Cafe computer or hotel computer terminal there is a big risk that someone may be overseeing
your screen (even using a telescope from a distant position - Yes! That happens.).

So, the Username is not secure. Even so, you should never use anything similar to your real
name. For example, if your name is Alice Roberts do not choose ‘aliceroberts’ as your
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Username. Pick something completely unrelated and unguessable preferably containing a
mixture of random letters (mixed upper and lower case) and numbers.

Then the Halifax asks for two more pieces of identification out of a possible list of words all
chosen initially by you the customer. Typical security questions are

- Your mother’s maiden name

- Your father’s first name

- Your first school

- your pet’'s hame

NEVER CHOOSE THE REAL ANSWERS TO THESE QUESTIONS!
The first two answers can often be easily found on family history websites, the third answer on
the Friends Reunited or social networking websites like Facebook and the fourth answer is fairly
easy to guess after a few tries - starting with “fluffy’!

Fraudsters can use software to find passwords using programs that
search for combinations of real words. There is hacking software that
can systematically check up to 15 million possible passwords every
second 2. If your passwords contain plain English words - such as the
names of months, personal forenames, etc., then the passwords can

be cracked in next to no time by a reasonable competent fraudster.

A database of every school in the UK (which exists) could find the
answer to the third question above in under one second.

Thus, it is essential that the answers to the security questions be gibberish and unrelated to the
question asked. Use a random mixture of upper and lower case letters with random numbers
mixed in. Such a password should also be at least ten characters long. Do that and the banks
cannot accuse you of being sloppy with your online banking security.

Even with these complicated passwords users of the weaker online banking services are
vulnerable to ‘key loggers’. These are malevolent small programs that are similar to computer
viruses but, unlike many viruses which rampage through your hard drive and cause massive
damage, the key logger sits very quietly and records every key stroke you make. When you go
online to your bank each key stroke you make is sent back to the hacker who can read your
passwords.

To combat this problem, the more responsible banks ask you to pick numbers using your mouse
from a dropdown menu.
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The above picture shows the login page for the Nationwide banking site and the picture below is
an enlarged part showing the entry details requested.

Key logging viruses cannot detect where on the screen you are pointing so this defeats them.
However, all is not perfect.

The customer number is displayed in plain view so that is not secure. The memorable data
(which must be a long gibberish string of letters and numbers - not a birth date, etc) can be read
by a key logger.

That leaves the hacker to work out the six-digit Passnumber. If a password searching program

can test 15 million possible numbers in a second * then how long will it take to find the correct
password in a number less than 1,000,000? A blink of an eye!
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ING Direct goes a step further with its defence against key loggers - it asks customers to enter
numbers by clicking on a keypad displayed on the screen. However, on every visit to the
website the numbers are in different random positions on the grid.

A recent advance in security has been the issue to customers of card readers as seen below.

The Nationwide requires their card reader to be used with a Nationwide debit card and its PIN to
authorise payments online.

However, Barclays plc insist that their card reader is used with a special card (not the debit
card) to log in to accounts.

If you follow the fairly simple advice above then online banking should be safe.
SPAM E-MAILS

Unless you are very lucky you will receive junk e-mails - known as Spam from the Monty Python
sketch. This is, unfortunately, a part of everyday life online.
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It is estimated that 100 billion spam e-mails are sent every day and more than 97% of all e-mails
sent over the net are unwanted, according to a report 3. Of these about 80% are Spam designed
to sell products, harvest your banking details, cheat you or simply be annoying.

There are many ways in which you could end up receiving Spam. If your e-mail address has
ever been put on a website then spam will soon follow. Spammers use software to search for
the @ in websites and report back the words before and after the symbol; this being a likely e-
mail address.

To check if your e-mail address is on a website simply put your e-mail address into a Google
search.

| did this several years ago and found my e-mail address in plain view on a Leicester University
website. | eventually got this removed but the damage was done and | regularly now receive up
to one thousand spam e-mails every day.

Some spam comes from well intentioned friends and acquaintances. For example, the offer
below has been widely circulating for a few years.

The trouble is - the offer is a hoax. * The laptop does not exist and Ericsson are not involved.
Anna Swelung does not exist.
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This particular form of spam is irritating as it is designed simply to annoy people and waste their
time. However, some similar ‘free offers’ are less benign. The e-mail address included in the
offer is used to harvest the e-mail addresses of everyone responding to the offer and they can
then be spammed.

Spam can make you angry but observe the golden rules - never click on an ‘unsubscribe link’
and never respond to spam.

There are several reasons for keeping quiet. One is that replying will greatly increase the
amount of spam you receive. | know someone who angrily replied to a spam e-mail and was
soon receiving over 20,000 every day!

Another reason for not replying is that most spam is sent by personal computers infected with a
virus that sends out spam on behalf of the spammer. Known as ‘Zombie’ computers, it is
estimated that as much as 80% of spam is sent by computers > whose owners are completely
unaware that their machines are infected and delivering spam around the world.

PHISHING AND PHARMING

Whilst most spam is just annoying rubbish some spam emails are dangerous. These are the
ones that try to ‘Phish’ your banking details from you for fraudulent purposes.

‘Phishing’ and ‘Pharming’ are attempts to prise sensitive security
information from the public using faked websites and e-mails °.

Below is an example | received in July 2009. There are many much more
sophisticated examples in circulation.

Dear Customer,

On Monday, 5th June 2009, we formally completed the acquisition of
Alliance & Leicester. It is with great pleasure that we welcome you to the
Santander Group.

You are now part of one of the world's most successful banks. Santander
is first bank in the Eurozone by market capitalization, and fifth in the world
by profits, with over 70 million customers in 40 countries.

You are kindly advised to follow the instructions below to register your
account to allow easy merger.

The e-mail (Phishing) then directs viewers to a fake website (Pharming) which is designed to
look exactly like a genuine Santander Bank log-in page. However, details entered on the fake
form are sent straight to criminals who use the passwords and PINs collected to raid bank
accounts. If you hand over your banking details to a fake website the bank may not refund your
lost money despite promises to refund all such losses. The bank may well say - with some
justification - that you were irresponsibly careless.
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‘Phishing’ websites used to be crude with bad English and silly spelling mistakes. This was the
subject line of a Phishing e-mail | received in March 2010

Imorptant Message From Hsbc Online Access Review De  partment

Hmmm...

However, some fake websites can be very convincing.

Above is the genuine Log On page for the Nationwide and below is a version to which you
would be directed if you were to follow the link in a recent phishing e-mail.

Can you spot the difference?
The criminal gang operating the fake website have added a box asking you to type in your full

Passnumber! This gets around the problem they have with the use of digit selection using a
mouse which defeats key logging viruses.
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ROUND ROBIN E-MAILS

You may receive an e-mail from a relative or acquaintance similar to this one in the box.

SORRY - but as you're on my address list this virus has probably
forwarded itself on to you.

It is easily removed if you don't open the file (jJdbgmgr.exe) It has a teddy
bear icon and is not detectable by Norton or MacAfee.

First go to Start then the find or search option. In the files or folders option
type jdbgmgr.exe. Search C drive and tick the 'include subfolders' and any

other drives you may have. Click 'find now' - the virus has a grey teddy
icon. DO NOT OPEN IT. Go to edit (on the menu bar) and 'select all'. Now
go to file (on the menu bar) and DELETE. This will send it to the recycle
bin so then go and delete or empty it there as well.

If you find the virus (as | did!) you must contact everyone in your address
book and send them these instructions. ASAP.

Sure enough, you follow the instructions and - Horror! - you find a file
exactly as described with a Teddy Bear icon. So, you delete it.

That's a shame because the file described is a genuine part of your
Microsoft Windows operating system ! Now you have to get it back -
and that’s not easy!

Such e-mails are sent out initially by malevolent troublemakers and they are designed to cause
panic and problems. They are then sent on by well-meaning but naive people who fail to check
whether this is a genuine warning.

Many e-mails are in circulation like this one warning that a virus is on the loose which will
destroy all your data. Bear in mind that companies like Microsoft will NEVER send out warnings
about a virus by chain e-mail.

If you get one of these messages delete it - sending it on to all people in your address book will
lose you those friends rather quickly. As long as you have a reliable virus checker installed and
it is updated every time you start up your computer then you will be safe from viruses.

One way to check such a message before sending it on is to type a distinctive phrase into
Google and see what comes up. For example, when | typed jdbgmgr.exe into Google | found
45,000 websites which warned that this is a malevolent hoax - see
http://en.wikipedia.org/wiki/Jdbgmagr.exe virus hoax for example.

This precautionary procedure should always be used to avoid passing on hoax e-mails.
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SECURITY SOFTWARE

| describe various security software which are in no way recommendations. They are simply the
software that | use, | like and which have a high rating in comparative tests.

FIREWALLS

Every computer must have a Firewall installed. This checks the information flowing into and out
of your computer through the Internet and protects against malevolent criminals trying to get
into your machine. It also checks that you have no ‘Trojan Horse’ viruses on your computer that
are trying to send viruses or Spam into the outside world.

Unfortunately, the Microsoft XP Firewall is relatively weak. Have a look at

http://en.wikipedia.org/wiki/Comparison of firewalls#Firewall rule-set basic filtering features comparison

to see how it compares with eleven other Firewall programs.

Thus, it is prudent to have Firewall software installed and never to rely on the Microsoft
Windows XP Firewall. Personally, | use the free Zone Alarm available from

http://www.zonealarm.com/security/en-us/anti-virus-spyware-free-download.htm

and | have found this easy to set up and to use. | have no personal experience of other Firewall
software but other makes may well be better but not necessarily free.

VIRUS CHECKER

It is essential to have a good virus checker installed to protect against all those threats trying to
get into your computer. There are many in the marketplace. Some are expensive and require
you to buy regular updates whilst others are free.

There is a feeling that free software is less reliable than paid for
programs. This may be true in some cases but generally there is no
evidence that this is true. What you generally lack in free software
is a ‘help line’ which you can call. However, free software usually
has an extensive on-line ‘help’ and Frequently Asked Questions
(FAQs) website that answers your questions.

| use the free AVG virus checker. This has been voted a Gold
Award by Web User magazine and in WHICH? tests Editors called
it "the best of the antivirus programs on test,” and gave it their Best
Buy award.

PCMag.com website calls AVG Anti-Virus Free Edition 8.0 "an excellent choice if you need free
protection against both viruses and spyware."

It is available from http://free.avg.com/homepage-appf8. AVG sell a commercial product and it is
not easy to find the free version on the AVG website but it is worth the search. Be careful not to
buy the commercial version by mistake.
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Never use an on-line checker from an unknown company that claims to ‘search your computer
for viruses’. Too often they pretend to have found a virus to scare people into buying the inferior
product and some of these so-called ‘virus checkers’ actually put ‘Trojan Horse’ viruses into
your computer. An example is called Security Essentials 2010, which installs a fake virus
scanner on infected PCs, and blocks programs from running that might be used to remove it. It
also blocks access to the websites of many security and anti-virus companies. The fake virus
scanner will keep popping up messages telling you that you are infected, and change your
desktop background to a green and black warning message.

Don’t have two virus checkers on your computer at the same time. They may conflict with each
other and cause severe problems. However, if you already have the Norton security package
installed you may be stuck with it for the life of your computer as it is extremely difficult to
remove. Also, special removal software may not work - see
http://www.softpedia.com/progViewOpinions/Norton-Removal-Tool-26173,.html

MALWARE, SPYBOTS and ADWARE

These are small programs that website owners insert into your computer which store
information about your Internet surfing habits. This information may be used to target you with
advertising or may simply be used anonymously to provide website developers with useful
information on the habits of visitors to their web pages.

These are annoying versions of Cookies which are generally benign small items which
companies put onto your computer so that you are recognized on your next visit. Generally
Cookies are useful because they save you having to log in on every visit to shopping websites
like Amazon.

In many cases Malware and Spyware are fairly innocuous but there is Malware out there that
can direct Spam at you and generally make your on-line life a misery. For this reason, most
people prefer not to have Malware and Adware put on to their computers.

SpyBot - Search and Destroy is free software that prevents Spybots, Malware, Trojans, etc.,
getting into your computer and deletes any that are already there. It can be downloaded from
http://www.safer-networking.org/en/index.html . However, it may clash with security products
from Kaspersky, McAfee and Trend Micro.

Ad-Aware is from a Swedish company called Lavasoft which also deletes Malware, Spybots,
etc. It can be downloaded from http://www.lavasoft.com/

Microsoft allow you to download security patches for your software. This is usually available on
the Wednesday following the second Tuesday each month. You should set up your computer to
install these updates automatically every month as a powerful safeguard against criminal
activity threatening your computer. Go to the Windows Security Center to set your update
preferences.

T A— Finally, don’t be afraid of your computer and using it online.
Q ) When the risks are understood and you have installed the essential
— security software you can relax and learn to love your computer!
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